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Access Point 
Access point 
The access point is a bridge between the LAN and WLAN. Equipped on the one side 
with a radio network card for WLAN and on the other with an Ethernet interface for 
the LAN, it transfers all data between the two networks. An access point thus extends 
a network cable via radio to a mobile station. These are normally laptops with 
wireless PC cards but can also be PDAs (personal digital assistants) or mobile 
phones. All of the devices connected to a central access point share the available 
bandwidth between them.  
 
also see WEP
 
 
Active speakers 
The term active speakers refers to devices that combine amplifier and loudspeakers 
in one unit. All of the electronics required for operating the loudspeakers (power 
amplifier, crossover, control circuits, loudspeakers, etc.) are integrated within the 
housing. This makes each loudspeaker a portable, independent sound source that 
can be quickly set up and connected with a minimum of complication. These 
loudspeakers are typically used with computers and are connected to the non-
amplified signal from a soundcard’s mini-jack line out. 
 
 
ADSL 
The Asymmetrical Digital Subscriber Line procedure describes a method of high-
speed data transfer via normal copper telephone cables. A telephone conversation 
requires only a small portion of the available bandwidth and ADSL uses the 
remaining for data transfer. The data-transfer speeds are a maximum of 1 Mbps for 
uploading and 8 Mbps for downloading. ADSL exists in two versions: analogue (with 
POTS, the plain old telephone service (telephone-a/b-line)) and ISDN. The ISDN 
version actually has slightly less bandwidth available, as the ISDN telephone service 
itself requires more resources than a normal analogue connection. The Deutsche 
Telekom in Germany uses the ISDN version on both analogue and ISDN 
connections. 
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ATM 
Asynchronous Transfer Mode refers to a connection-orientated transport method for 
data transfer between the ports of two computers. As opposed to TCP, ATM 
guarantees the transfer of data in fixed time intervals and is thus suitable for 
transmitting audio data as well. The data is transferred at a steady rate in cells of a 
fixed size. Data security is consequently very high and no error handling is required.  
 
 
 
Bridge 
A bridge couples two (different) networks. The bridge has the task of forwarding data 
packets to the relevant PCs and handling any necessary adjustments.  
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Client 
A client in a computer network is an application that makes use of the services 
provided by a server. Examples of clients include the programs that run on a work 
station that utilises the hard-disk space on a file server, or programs that demand 
Internet content from a web server. A browser is a client for the Internet service 
known as WWW. Unlike the server, the client is an active participant in the network 
and controls the timing of the connections for communication. This has cost 
advantages in that a client only needs to be active when communication to the server 
is required. 
 
 
 
 
Decoder 
Decoders convert digital data back to the original form that they had before being 
converted by an encoder. 
 
 



 
DDNS 
Dynamic Domain Name Service is an extension of the DNS and is used when 
working with dynamic WAN IP addresses. A DNS server converts alphanumerical 
Internet addresses into IP addresses and vice versa. This method generally uses 
manually drawn up, static tables. Some DNS servers also offer the option of 
dynamical table entries. This method is called DDSN. The IP address that is 
dynamically assigned to a computer by PPP or DHCP is communicated to the DNS 
server, and this makes an entry into its table accordingly.  For security reasons, 
computers that use DDNS must be explicitly declared to the DNS server. 
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DES 
The Data Encryption Standard specifies a method developed by IBM for the 
encryption of computer data that was adopted as a standard by the US government 
in 1976. DES is a block cipher that encrypts the data in blocks of a fixed length (64 bit 
message text  encryption  64 bit encrypted text). This method uses a 
symmetrical algorithm. This implies that the same method and the same key are 
used both for encryption and decryption. The key has a length of 56 bits. 



 
(D)DoS 
(Distributed) Denial of Service attacks are criminal attacks on computers and their 
functions. The aim of the attack is to paralyse the targeted computer so that it cannot 
carry out its designated function. The principal method of launching a (D)DOS attack 
is to overload the working functions by repeated interrogations. These attacks include 
IP spoofing, Ping of Death, Winnuke and Syn Flooding. “Distributed” refers to attacks 
coming from multiple locations in the Internet. The high number of computers that 
simultaneously launch attacks considerably increases the effectiveness. Protection 
from DoS attacks is offered by firewalls such as that integrated in the MicroLink 
ADSL Modem Router.  
 
 
 
 
 
DHCP 
The Dynamic Host Configuration Protocol automatically and dynamically assigns IP 
addresses and other TCP/IP configuration parameters. This considerably reduces the 
workload on administrators. The individual computers in a network no longer need a 
fixed IP address assigned by the administrator; instead, they request one from a 
DHCP-Server automatically and dynamically. With automatic assignment, a computer 
logging into the network for the first time is assigned an address that remains 
assigned to it long term. This means that every address from the available pool of 
addresses only has to be assigned once. The number of IP addresses required is 
directly related to the number of computer in a network. Dynamically assigned IP 
addresses, on the other hand, are assigned on a temporary basis only. An address 
not required by a computer is free for use by another computer. This is particularly 
useful when not all computers are in operation as a smaller number of IP addresses 
is sufficient.   
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DHCP-Anfrage:
Wie lautet meine IP-Adr
DHCP request: 
What is my IP number?
 .4.7.9  

DHCP-Antwort:
Deine IP-Adresse lautet: 192
DHCP response: 
Your IP address is: 192.4.7.9
 DHCP-ServerDHCP server



DMZ 
DMZ stands for Demilitarised Zone. The term is of military origin and describes a 
buffer zone between two hostile territories. In networking terms, the DMZ normally 
refers to a separate network between the local network and the Internet. The DMZ 
offers all of the services available directly to the Internet, such as web or mail 
servers. For security reasons, all data traffic between the DMZ and the local network 
is regulated by a firewall so that the LAN remains inaccessible, and thus protected, 
from the Internet. DMZ can often refer to DMZ host. This is a computer that runs all 
Internet services (web, mail, DNS) and is in direct contact with the Internet. Security 
aspects must be considered if a DMZ host is set up within a local network as this 
presents an opportunity for attacks on the internal network from the Internet.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Lokales Netz

DMZ-Host

Router mit
inegrierter 
Firewall

DMZ-Host
Webserver

192.168.0.6

H
auf P
de R
g F
v

TTP-Anfrage 
ort 80

s out
eht an irewall
orbei

ers

Router with 
integrated 
firewall 

Local network 

HTTP request 
to port 80 f the 
router pa
the firewall 

o
sses 

DMZ host 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Lokales Netz

Firewall Firewall

DMZ

Web

DMZ

DNS

Mail

DMZ  

Local network 

 



DNS 
The Domain Name Service protocol converts numerical IP addresses into 
alphanumeric Internet addresses and vice versa. This method generally uses 
manually drawn up, static tables. An alphanumeric Internet address (e.g. 
www.devolo.de) indicates the relevant institution and location and is thus far more 
intuitive than the related IP address. The DNS protocol is supported by DNS servers 
that offer a hierarchical name system that allows web-site operators to determine 
names and addresses themselves.   (also see DDNS) 
 
DNS table: 
...  ...  
www.gmx.de 213.165.65.100 
www.google.de 216.239.57.99 
... ... 
 
 
 
 
DSub 
Dsub is a type of connector available in different variants. The serial interface on a 
computer, for example, can be realised via a 9-pin connector. The parallel interface is 
accessible via a DSub25. Graphics cards and monitors are generally connected via a 
15-pin DSub connector. Other devices, too, are connected by DSub connectors, such 
as the industrial modem devolo MicroLink 56 k i. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

DSub9-Buchse DSub9-Stecker rDSub25-SteckeDSub25-BuchseDsub25 female connector Dsub25 plug DSub9 plug DSub9 female connector 

DSub9-auf-DSub25-AdapterDSub9-to-DSub25 adapter 

 
 
 
 

http://www.gmx.de/
http://www.google.de/


E-mail 
Electronic mail allows messages to be sent digitally from one computer to another; 
this is not only fast, but also has the advantage that messages can be digitally 
archived and easily forwarded. A message (e-mail) consists of header data and body 
data. The header includes the date, sender, receiver, subject and receivers in copy (if 
applicable). The body typically consists of text. It can also contain pictures or small 
programs (e.g. video files). E-mail addresses (e.g. info@geboren.com) always 
have the same structure. They always begin with the name of the addressee. The @ 
is pronounced “at” and characterises every e-mail address. After the @ follows the 
address to which the message is to be posted. This is normally the same as an 
Internet address www.geboren.de The suffix “de” indicates that the address is 
German.  Accordingly, various endings exist such as com (for commercial) and co.uk 
(for companies in the United Kingdom). 
 

 
Encoder  
An encoder is a device, a circuit, or a program for the conversion of digital data. It 
may be used to encrypt data for security purposes and/or to compress the data to 
reduce its size. An MP3 encoder, for example, is capable of compressing CD signal 
data to just 1/5 or even 1/10 of its original size without any loss in quality. The data 
from the encoder must then be processed by an appropriate decoder which converts 
the data back to its original form. A decoder solely ensures that the data can be 
accessed and used by playback devices. (also see Decoder) 

 
 
Ethernet 
Ethernet is a widely used network technology for LANs (Local Area Networks), and 
offers data transfer speeds of up to 10 or 100 Mbps (million bits per second). It is 
especially useful for applications where sporadic, intensive data communication is 
required. Ethernet is a broadcast medium based on data packets that are open to 
inspection by any computer that receives one. If the packet proves to be addressed 
to the receiving computer, then the data are copied for further processing. Ethernet 
uses the CSMA/CD method (Carrier Sense Multiple Access/Collision Detection). This 
means that all computers in a LAN have access to the network at any time. Before a 
transmission, the computer checks the network for data traffic. If a transmission is 
already in process, the computer waits. Once the network is free, the computer sends 
its own data. Should several computers start a data transmission simultaneously, the 
resulting collision corrupts the data. The affected computers then wait for a random 
length of time before they start transmitting again. This method can cause some data 
transmissions to take a long time. Despite the CSMA/CD method, Ethernet cannot 
guarantee the correct data transfer speed. A targeted computer determining that data 
packets are corrupted then sends a message to the transmitting computer.  
 

http://www.devolo.de/


Ethernet Cable 
A 100-Mps Ethernet network requires the use of category 5 (Cat5) twisted pair patch 
cables with RJ45 connectors. A twisted-pair cable consists of two copper wires that 
are intertwined. An Ethernet cable is made up of 4 such pairs. A patch cable is so 
called because it can be flexibly used in connected devices. It is up to 5 meters long, 
tolerates a tight bend radius and is highly flexible. The category specifies certain 
transmission properties such as bandwidth and susceptibility to interference, and 
indicates the quality of the cable. Cat5 cables are more tightly wound than Cat3 
cables. This results in less interference between the cable pairs that allows higher 
bandwidths. An RJ-45 plug connector is characterised by an 8-pin transparent plug 
with numbered contacts.   
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Firewall 
A firewall is a computer with a filter and monitoring program and is an interface 
between computer networks. It protects local networks from attacks and unauthorised 
access from the Internet. The firewall thus prevents nosey hackers from accessing 
sensitive or personal data, introducing destructive computer virus, or attacking local 
networks. Much like a doorman, it checks which information can enter or leave the 
network. Also, some firewalls allow individual settings so that certain Internet sites or 
services can be accessed or prohibited. 



Fragmentation 
Data transmissions between a transmitting and a receiving computer can involve 
data packets that are too large for the network router. In this situation, the data 
packets are divided into fragments for transmission in the network. Each packet is 
assigned with a number. The packets can take different routes to the receiving 
computer and may arrive in a changed order; the receiving computer must be able to 
rearrange the packets into the correct sequence. 
 
 
 
 
FTP 
The File Transfer Protocol is for data transfer between an FTP server and an FTP 
client. It enables a fast, simultaneous transfer of several files between the two 
communicating computers. The FTP server is a computer in the Internet that 
accommodates a large data archive and makes it available to multiple clients. An 
FTP client is any computer connected to the Internet that has the appropriate user 
name and password. This information is necessary for authentication on the server. 
Authentication of the client takes place via a control channel that is established 
between the computers. If the client is approved, the data channel is established for 
data transfer. After completion of the data transfer, the data and control channels are 
closed.   (also see TFTP) 
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HomePlug 
HomePlug technology uses the electrical wiring to establish a home computer 
network. Building up a network requires no new cables to be laid, as the electrical 
wiring is already available throughout the whole house from any power socket. 
HomePlug is not radio technology. Data transfer takes place by a modulation into the 
power circuit within the frequency band 4.3 – 20.9 MHz and only a very small 
proportion of the signal energy (due to unsymmetrical conditions in the electrical 
wiring) is lost to the environment. Further, the levels of electromagnetic radiation are 
very low as the ranges are relatively short (200m) and the required signal strength 
(Watts) is extremely low. The electricity meter is a natural barrier to the outside as it 
strongly attenuates the signal.  Connecting an Internet-access device (e.g. Modem 
Router) to a power socket makes the Internet available at every other power socket 
in the house. A modem for Internet access is necessary as HomePlug is purely a 
networking technology that uses household electrical wiring, and is not comparable to 
the Powerline concept of Internet from the power socket.  
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HTTP 
Hypertext transfer protocol is a communication protocol between the web server and 
the local web browser (e.g. Internet Explorer, Netscape). It defines how HTML 
documents (web pages) are transported over the Internet. If you enter a www 
address in the Web Browser, the browser recognizes that it is an HTTP inquiry and 
adds this automatically. For older browsers the HTTP had to be indicated explicitly so 
that the browser recognized the inquiry.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Hub 
A hub is a signal amplifier that extends a network. It has several ports allowing 
several PC's to be attached in a star cable formation. The hub regenerates the 
incoming signal and, in contrast to a switch, passes it on to all other attached PC's. 
The maximum range of a signal in a LAN can be increased with a hub.  
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Internet 
The Internet is the world's largest computer network and consists of many 
interconnected autonomous networks (WANs). The Internet was developed as a 
military system. The aim in the 1960’s was to create a system that could 
communicate even if a part of the network were destroyed. Some years later the 
technology was made available to universities, and the Internet was subsequently 
developed. Thus the Internet was initially only for information exchange between 
universities. Since that time the basic technology like TCP/IP remains practically 
unchanged. Among the most important achievements of the Internet includes the 
electronic post office (e-mail), file transfer, discussion forums and naturally the 
WWW. 
Further terms about the theme Internet: IP addresses, DNS
 
 
Intranet 
The Intranet is a mini Internet, which uses the technology of the Internet for closed 
business networks. The information available there is exclusively limited internally to 
the enterprise and is protected against external access. Internal sources of 
information are accessed with a web browser (e.g. Firefox, Internet Explorer), just as
with information in the Internet. The Intranet has come to represent an important working document for 
employees, since the total knowledge of the enterprise can be accessed by mouse-click on the screen and thus be 
better employed.
 
 



IP 
Internet Protocol is a protocol for transporting packets of data from a computer over 
several networks to a receiver. IP does not guarantee the sequence or even the 
delivery of the packages to the destination address. The transmission of the 
packages is not secured and on the IP level there is no notice of receipt. The life 
span for the individual data packets is fixed so that the data does not go astray in the 
network forever. 
 
  
 
IP Address 
The IP address is a logical address for the identification of the individual network 
participants, such as computers, routers etc. Each computer has at least one IP 
address that can be assigned statically or dynamically. A router possesses its own 
unique IP address for each attached network. The IP addresses are registered in 
routing tables that help routers to plan the best path to a distant computer. The 
WWW address that is used in an Internet search is merely a façade that conceals the 
IP address. Each alphanumeric address representation, e.g. www.freenet.de is bound 
to a numeric IP address, e.g. 218.167.172.181. The transformation is made by so-
called DNS databases.  
 

 
 
 

IP Masquerading 
IP masquerading is a procedure by which an entire network can access the Internet 
via a single registered IP address. The internally networked computers are registered 
with the router according to their port numbers. That router is dynamically assigned 
(by PPP or DHCP) a registered IP address from the ISP (Internet Service Provider).  
All computers in the network use this IP number for data transfer with the Internet (via 
the IP address of the router). The router allocates the Internet packets to the 
appropriate local computers via the registered port numbers. Modifications of this 
procedure are well known also under the names NAPT, NAT and PAT.  
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The computer informs the router of its IP address (source address) and source port (port, over which 
the computer exchanges data with the router). The router enters these into a table together with the 
port it is using for communication with the Internet. On this basis the router can determine which 
computer the received data is intended for.  
Example: 

 A Computer with IP address 192.168.0.3 sends data to the router over port 1111.  
�ƒ The router sends received data over port 50001 to the Internet and registers source address, source port and 

routing port in a table 
�ƒ The Internet sends data back to port 50001 of the router with the registered IP address 80.142.147.111 

assigned by the ISP 
 From the table the router recognizes that data arriving over port 50001 is intended for port 1111 of the 

computer with IP address 192.168.0.3. 
 



 

 
IP Spoofing 
In TCP/IP based networks such as the Internet each computer is identified by its IP 
address. With IP spoofing the attacking computer uses a false IP address and thus 
hides its true identity.  The attacker can now monitor confidential data or dispatch 
data under a false address. This attack is however effective only if the computer that 
is being mimicked is inactive, otherwise two computers (those available via the same 
IP address) react to the same inquiries. A computer can be inactivated by DDoS 
attacks. 
 

ISDN 
The Integrated Service Digital Network is a nationwide digital network from British 
Telecom in the UK or from Deutsche Telekom in Germany. It integrates a range of 
services in a transmission network. Services such as telephone, fax and data 
communication are at the disposal of the user with their ISDN connection. They can 
also use these services simultaneously. Thus you can use two telephones at the 
same time for different telephone calls or be by reachable by telephone even when 
you are surfing the Internet. Via the fast data transfer (128 Kbps) value-added 
services of ISDN also includ  call diversion and caller ID displayed on the 
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MiniDIN 
MiniDIN is a very compact type of interface connector and is sometimes preferred to 
other forms owing to its compactness.  
 

M
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Mini-jack 
The mini-jack is a smaller version of the audio jack. The mini-jack is used widely 
because of its simple construction and easy operation. It is mainly used in audio 
technology for connecting microphones and headphones, but is also used in the 
world of video for editing. Jack connectors are available in different sizes (diameters 
of 2.5 mm, 3.5 mm, 6.3 mm). Various adapters are available to convert between 
these different sizes. 
 
 



 
Modem 
Modem is a technical term derived from modulator and demodulator and describes a 
device used for Internet access. The equipment converts digital data received from 
computers into analogue audio frequency signals that are transferred over the 
telephone network to a receiving modem. The receiver then re-digitises the analogue 
signals for further processing. Basic functions of a modem are sending the call 
number, establishing the connection to the receiver modem, converting the digital 
computer signals into telephone frequencies, adaptation of transmission rate to the 
line quality, and the correction of transfer errors that may arise. Different designs of 
modem exist, differing mainly by the type of the connection to the computer. External 
modems, such as the MicroLink 56k Fun II, are independent devices which are 
usually connected by a serial cable (with Dsub9 or MiniDIN connectors) to the 
computer. Other external modems can be attached via USB, such as the MicroLink 
56k Fun USB. Internal modems are plug-in cards that are built into the computer (e.g. 
MicroLink 56k PCI, MicroLink ADSL PCI). Modems are also available as PCMCIA 
cards (or PC cards) that are suitable for mobile computers (laptops) equipped with an 
appropriate card slot.  
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MP3 
MP3 (Motion Picture Expert Group (MPEG) – Audio Layer 3) is a standardised 
compression method developed for audio files (music) by the Fraunhofer Institute in 
Germany. MP3 makes use of a psychoacoustic phenomenon. Humans have a limited 
range of acoustic perception and there are many tones that cannot be heard because 
of their frequency or volume, for example. These tones are simply omitted from the 
MP3 encoding, leading to a significant saving in the amount of signal data. It is no 
longer possible to reconstruct the source signal, though. The decisive factor in the 
audio quality of an MP3 file is the data transfer rate, also known as the bit rate. With 
MP3, this can be set to different values that are suitable for various requirements. 
This particularly benefits the real-time transmission of Internet radio stations as the 
data transfer rate can be reduced to a level which can be processed even by an 
analogue modem and yet retains an acceptable sound quality. A lower bit rate results 
in a smaller quantity of data, so saving on storage space. At 192 kbps, a file is just 
one tenth the size of a file in original CD quality; at 192 kbps it is just one fifth of the 
size. However, a higher bit rate corresponds to a lower level of compression and is 
equivalent to a better quality MP3 file. Data rates of at least 192 - 320 kbps are 
recommended to achieve sound in CD quality. This depends to some extent on the 
source material. Music with lower level dynamics, such as pop and techno, suffer 
from a less perceptible loss in quality at lower bit rates than violin or guitar music, for 
example. MP3 files can be played on a variety of devices. Modern, compact and 
portable MP3 players are similar to the well-known Walkman. These devices are 
available with different types of storage media such as hard disks, memory chips, 
multi-media cards, CDs, or mini CDs. Functions for the playback of MP3 files are now 
standard features of modern CD and DVD players. Computers can be used to 
playback and produce MP3 files with the help of software programs. The best known 
programs of this type are the Windows Media Player and Winamp. 
 
 
 
Ping of Death 
In TCP/IP-based networks such as the Internet, it is possible to check whether a 
certain computer is online by sending a special data packet by using the "ping" 
instruction. With the Ping of Death attack this packet is enlarged beyond its 
permissible size and dispatched. Computers confronted with these manipulated 
packets often simply close down. The exact effects depend on the operating system 
in use.  
 
 
 



 
Port Forwarding 
Port Forwarding enables a LAN service available under the port x to be made 
available in the Internet as well under another port y. 
For example you use so that web server inquiries from intranet can be differently 
answered than those from the Internet, since sensitive data on the intranet should 
remain concealed from the Internet. HTTP inquiries within the intranet are addressed 
to port 80 of web servers located in the LAN.  So that the HTTP inquiries arriving 
from the Internet are not answered with the same sensitive information, the router 
uses the port-forwarding method to divert inquiries arriving on port 80 to another pre-
determined port (e.g. 60) of the web server. On the basis of the port number, the web 
server can determine exactly whether an inquiry comes from the Internet (port 60) or 
intranet (port 80) and answers accordingly. Similarly, port forwarding can be used for 
other functions such as FTP.  
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Port-Zuordnungstabelle Port allocation table 

  
Port-Nr. des Routers IP-Adresse  Port-Nr. 
80 192.168.0.4 60 
… …

Port no. IP address Port no. of the router 



Port Trigger 
A virtual server can be realized dynamically via a port trigger. This is often used in 
videoconferences and online games. First the input port (the port of the computer in 
the LAN) and then the trigger port (the port of the addressed computer in the WAN) is 
registered with the router’s “Port Trigger” function. The port numbers must lie within 
the range defined in the respective application. For this a computer in the local 
network makes a TCP connection to a computer in the WAN (Internet) via the router. 
The router notes the LAN IP address that was used to send data packets to the 
defined port and enters this address into a table. Data packets arriving from the 
contacted IP address with the appropriate input port number are inspected by the 
router: Using its table, the router then determines which port of which LAN computer 
is to receive the packet. 
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WAN IP-Adresse  Trigger-Port LAN IP-Adresse  Eingangs-Port 
134.122.3.5 60 192.168.0.4 55-65 
… … … …



Powerline 
Powerline technology is designed to realize permanent Internet access from any plug 
socket. The data is transmitted from the transformer station to the household via the 
conventional mains power grid. However, this system connects several households 
(approx. 400) to the Internet, all of which can see the data communications of the 
other parties. The data is modulated on electricity mains in the short wave radio 
range (1 - 30 MHz). Since the data is transferred over a considerable distance and 
the connected households must share the bandwidth, the transmissions are very high 
power. Thus leads to significant emissions from the power cables. This can cause the 
electromagnetic disturbance of other devices. 
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PPP 
Point-to-Point Protocol describes a "point-to-point" connection over a physical 
transmitting medium, such as with Ethernet or ATM. It supports the transmission of 
different local network protocols (e.g. IP) over more extensive networks, like the 
Internet. In addition the network protocol packages are packed into PPP packages 
and dispatched encapsulated. Different variants of the PPP technology can be 
differentiated: PPP is used if the physical connection between two remote computers 
is realized via a serial modem. PPPoA (Point-to-Point Protocol over ATM 
(Asynchronous Transfer Mode)) differs from PPP in name only with the suffix "oA", in 
order to make clear that it is used for an ADSL connection over ATM and not over a 
serial connection. The technology of the two protocols is identical. PPPoE (Point-to-
Point Protocol over Ethernet), however, describes a protocol that connects to, and is 
only used in combination with, PPP. It provides a physical connection to the Ethernet.  
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PPTP 
The Point-to-Point Tunnelling Protocol is used in order to make a single network of 
two geographically separated networks. This uses an encrypted virtual connection via 
the Internet that is not accessible to other computers in the Internet. Communication 
with the computers in the other network is just as easy as if they were a part of the 
local area network.  
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RCA 
RCA refers to a plug-and-socket connection that is predominantly used in 
entertainment electronics. Many audio and video devices are equipped with RCA 
connectors. Video recorders are often equipped with an RCA input socket to connect 
camcorders. Hi-fi systems feature RCA output sockets to provide sound to Dolby 
Surround systems, and there are many more examples of the application of RCA 
connectors in home electronics.  Typically the analogue audio connectors are 
coloured red (right channel) and white (left channel), digital audio connectors are 
orange and video connectors are yellow. 
 
 
 
Remote Management 
Remote Management allows the configuration of a router or other devices, such as a 
server, via the Internet (WAN). This can be done using a web interface (HTTP 
access), an FTP connection, or a Telnet session. This means that an administrator 
does not have to be on location to fix a problem or to modify the configuration, but 
can do this from any computer connected to the Internet, as long as he has the 
required access codes. 
 
 
 
Reverse NAT 
See virtual server
 
 
 
RIP 
The Routing Information Protocol is used to exchange information between routers 
and supports dynamic routing. With RIP, all routers send their own routing tables to 
all other neighbouring routers in certain time intervals. Based on the received tables, 
the routers calculate the shortest distances to each destination network. Each data 
packet contains a counter that is increased by 1 for each router it passes. The 
maximum value of 15 routers (“hops“) may not be exceeded, as otherwise the 
destination network is considered unreachable. 
 



 
Router 
A router connects at least two networks. These can be local networks or wide area 
networks such as the Internet. The main task of a router is to forward the incoming 
data packets to their destination over the best possible path based on their address. 
The router can also determine this path over several other routers. The optimal path 
is determined using routing tables, which can be created manually or dynamically. A 
router makes it possible to share an Internet connection between several computers 
simultaneously, because the router manages the addressing of data packets so each 
computer receives only that data from the Internet that it requested. The address 
management also allows a router to be configured as a firewall that allows only 
certain addresses to access the network.  
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Routing 
Routing means the process of determining the optimal path for data packets from the 
sender to the receiver across several networks. In order for data packets to be sent 
beyond the borders of the local network, a routable protocol, such as IP, is used. The 
path selection is made by routers, which determine the shortest path based on 
routing tables. These tables can be created statically (manually) or dynamically. With 
static routing, the administrator predetermines the packet paths, whereas with 
dynamic routing, the router itself “learns” the path, which can also re-determined for 
each packet.  
 
 
 
Server 
A server in a computer network provides services to other computers in that network, 
for example, it can offer access to files and other resources. We differentiate between 
server programs and server computers. A server program is software that offers a 
service such as DNS, HTTP, FTP, etc. The server computer, also known as the host, 
refers to the physical computer that runs the server programs. Most popular in 
practice are dedicated servers which are computers used exclusively to run server 
programs and that are not used as work stations as well. The server is a passive 
component in the network and does not influence the timing of communications. Thus 
it must be available permanently in order to carry out its services reliably. For 
example, a web server processing a request for a particular web site will pass that 
information to the computer which made the request. There are many types of server, 
just some of which are mentioned here: 
 File servers (purely used for storing large quantities of data) 
 DHCP servers (used for the allocation of IP addresses) 
 Backup servers (for data backups) 
 DNS servers (for translating www addresses into IP addresses) 
 FTP servers (for transferring large volumes of data) 
 Mail servers (regulate e-mail traffic) 
 Web servers (make content available to the Internet) 
 Proxy servers (for the intermediate storage of web sites that have  

already been viewed) 
 
 
 
SMTP 
The Simple Mail Transfer Protocol is the Internet standard for distributing electronic 
mail.  First the e-mail is sent by SMTP to the SMTP server of an ISP (Internet Service 
Provider), from where it is passed on through the Internet to the e-mail inbox of the 
recipient. Other SMTP servers can be used as relays in this process. SMTP is only 
responsible for the transmission of messages and does not define how they are 
delivered or presented to the recipient. SMTP also does not include security 
mechanisms to protect e-mails from unauthorised access. These tasks are handled 
by application programs. 
 



 
 
Switch 
A switch is a signal amplifier used to expand a network. As it provides several ports, 
several PCs can be connected to it, resulting in a star cabling. The switch 
regenerates the signals coming in via the input port. Unlike a hub, a switch uses 
address tables to forward each incoming data packet only to the PC for which it is 
destined. This reduces the data load on the network and several parallel 
transmissions are possible.  
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SYN Flooding 
In TCP/IP-based networks such as the Internet, an actual data transmission is 
preceded by the establishment of a connection between the two computers‘ ports. 
This is done by exchanging SYN and ACK data packets (synchronisation and 
acknowledge). In a SYN flooding attack, the attacking computer system sends SYN 
packets containing a faked, non-existent sender address. The attacked computer 
now tries to reply to these data packets with ACK packets. However, due to the faked 
address, it cannot reach the other computer. Since it takes some time until the 
attacked computer finally gives up and stops the unsuccessful connection attempts, it 
wastes precious connection resources and is temporarily unattainable for other 
computers.  



TCP 
The Transmission Control Protocol is a connection-oriented data transport protocol 
that takes care of the establishment and the termination of connections and is 
responsible for avoiding and correcting transmission errors. First the protocol 
establishes a reliable connection between the ports of two computers. TCP then 
divides the data stream into packets of a certain size, transports those to the 
receiving address and reassembles the packets there in the correct order. 
Acknowledgement signals from the receiving station about received or non-received 
packets tell the protocol whether data packets need to be resent.  
 
TCP phases: 

 Connection establishment 
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TCP/IP 
IP is superimposed with other protocols, such as TCP that ensures a reliable data 
transmission. For this purpose, the TCP packets are encapsulated in IP packets and 
sent into the network. If a TCP packet does not reach its destination address, TCP 
generates an error message and commands the sender to transmit the data again.  
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TFTP 
TFTP is the abbreviation of Trivial File Transfer Protocol and designates a simplified 
form of FTP. The functionality of TFTP is comparable to that of FTP; however, TFTP 
only provides a minimum of commands and does not support extensive security 
mechanisms. TFTP does not include an authentication procedure based on a user 
name and a password.  
 
 
USB 
The Universal Serial Bus is a standard for connecting peripheral devices to a 
computer. Today, almost every computer is shipped with USB ports in addition to the 
conventional serial port. A wide range of peripherals, such as keyboards, mice, 
modems, printers and scanners, is available with the USB interface. A major 
advantage of the USB technology is the “hot (un)plugging“ capability. It allows 
peripherals to be connected or disconnected while the computer is running. Unlike 
other interfaces, USB does not require the computer to be shut down and restarted. 
Furthermore, many USB devices do not require an additional power supply, as the 
bus supplies 5 volts of DC power that can be used by the connected device. This 
dispenses with additional cabling other than the USB cable itself. Currently, two 
versions of the USB standard exist: Version 1.1 supports transmission speeds of 1.5 
and 12 Mbps. The successor standard USB 2.0, however, supports a far higher 
transmission speed of 480 Mbps. USB 2.0 is backwardly compatible to the 1.1 
standard, meaning that USB 1.1 devices also operate at USB 2.0 buses. There are 
two types of USB plug: The USB A connector is on the device (e.g. a computer) that 
supplies the operating power – the USB host. The USB B plug is connected the 
peripheral device. 
 
 
 

Steckertyp 
USB A

Steckertyp 
USB B

Type a 

Type b 
 



Virtual Circuit 
A physical ATM connection allows several virtual data channels (virtual circuits) to be 
transmitted (multiplexing).   
Each ATM cell to be transferred contains a certain identification number composed of 
the VPI (Virtual Path Identifier) and the VCI (Virtual Channel Identifier), which is used 
to identify a certain data channel. This identifier also indicates on which virtual 
channel the cell is to be transferred.  
 
 
 
 
 
 
 
Virtual Server 
The “virtual server“ function makes a router appear like a real server to the Internet. 
When an HTTP request to a certain port of the router (e.g. port 80) comes in from the 
Internet, the router forwards it to the corresponding internal IP address (e.g. of the 
web server) based on its assignment table. The local server is not connected directly 
to the Internet, and yet the specified service is visible. The router, as a virtual server, 
is the only physical interface to the Internet and appears to it as a server.  
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Port-Zuordnungstabelle  
  
Port-Nr. IP-Adresse 
80 192.168.0.4 
21 192.168.0.3

Port allocation table 



VPN 
VPN stands for Virtual Private Network. The VPN technology makes it possible to 
connect two locations of a company or to connect a home office to a company 
network. This technology uses the Internet as a carrier medium. First an 
authentication takes place between the two locations via an Internet connection. 
Once this authentication is successful, a “data tunnel“ (optionally) secured by data 
encryption is established between the locations, which allows a data transfer that is 
secure from intruders.  
 
 
 
 
 
 
 
 
 
 
 
 
 

Router 

Router 

 

 

 
WAN
Wide Area Netw
consist of sever
relaying nodes (
separated locat
company. These
countries or eve
actually it is a 
dimensions than
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

LAN 
Firmennetzwerk 
Standort ACompany network,

location A 
orks are designed to transfer data 
al LANs (Local Area Networks) connec
routers). These coupled networks can
ions and can, for example, interco
 networks can reach dimensions of up 
n continents. Often the Internet is co
network consisting of several WAN

 usual WANs.  

LAN 

Vermittlungs-
knoten 

WAN 
Sw

nodes 
itching 
Firmennetzwerk 
Standort B

Company network,
location B 
Home Office

across long distances. They 
ted by long-distance lines via 
 be distributed across widely 
nnect the subsidiaries of a 
to 1000 km or more, spanning 
nsidered a WAN as well, but 
s and thus has even larger 

LAN 

LAN 



WEP 
Wired Equivalent Privacy is a coding method for data encryption between WLAN 
stations and prevents unauthorised data interception and the connection of 
unauthorised third parties. All stations allowed to connect to the network must use the 
same secret key. 
 
 
 
Winnuke 
The Winnuke attack is targeted at computers with Windows operating systems that 
are connected to the Internet. This attack causes the computers of chat participants 
to crash.  Sabotaging Windows PCs in this way is also known as “nuking”. 
 
 
 
WLAN 
In a Wireless Local Area Network, the network cables used in conventional LANs are 
replaced by wireless radio connections. This allows wired networks to be extended to 
wirelessly connected computers. The user hardly notices any difference between the 
computers connected by Ethernet and those connected by WLAN. To ensure that 
devices from different manufacturers work together flawlessly, the WECA (Wireless 
Ethernet Compatibility Alliance) offers the WiFi certification. This guarantees that all 
certified devices can be combined with each other. 
See also Access Point, WEP
 
 
 
WWW 
The World Wide Web, also simply known as “the web“, is a service in the Internet. Its 
development began in 1989 at the European CERN organisation for nuclear research 
in Geneva, Switzerland, where a system was required that would make it easy to 
navigate in existing documents and quickly filter relevant information. Scientific texts 
with graphics should be accessible online, and a simple text layout was desired. The 
ease of use and the multimedia support of the WWW were decisive for the enormous 
expansion and popularity of the Internet. Often the WWW is mistaken for the Internet 
itself, even though the WWW is only a subset of it. Decisive in the success of the 
WWW were most likely the document description language HTML (Hypertext Markup 
Language) and the links to other paragraphs and documents (hypertext functions). 
Information in the WWW is accessed via web browsers (e.g. Firefox or Internet 
Explorer). These programs allow easy navigation within the WWW.  




